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Who am I?

ÅMURAKAMI Junichi( )
ïReverse Engineer, both Windows and Linux kernel 

development

ïBlackHatspeaker at US and Japan 08

ïSecurity & Programming Camp Instructor(2006 - )

ïITPro (White Hacker Dojo)
http://itpro.nikkeibp.co.jp/article/COLUMN/20070927/283156/
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FFR GreenKiller

Analyzing malicious driver from VMM

version

0.0.1

ring 0

FFR GreenKiller(based on BitVisor)

Agent

Kernelmalware

log

ring 3

Tracer

Guest

VMM

VMCALL
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Background

Rootkits, Part1of 3: The Growing Threat(McAfee Avert Labs)
http://www.mcafee.com/us/local_content/white_papers/threat_center/wp_akapoor_rootkits1_en.pdf
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Why kernel-mode (is troublesome) ?

ring 0 Kernelmalware

ring 3 malware IDA Pro, etc.

User-mode malware is a process, 
Kernel-mode malware is a part of system

BSOD is very welcomed J
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BitVisor  - http://www.bitvisor.org

ÅOpen-source VMM software
(BSD License)

ÅSecure VM Project 
(National Project in Japan)

Å Intel-VT and AMD-v supported

ÅGreenKiller uses BitVisor as a 
VMM framework J

Hardware

BitVisor

VMM 
Core

Security Features

Disk Encryption

VPN

Guest OS

device driver
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BitVisor (cont.)

BIOS

NTLDR Grub BitVisor

Windows
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Initialization

ring 0

FFR GreenKiller

Agent

Kernel

ring 3

VMCALL

1. Build up kernel API 
database

2. Hook driver-loading API 
in Guest

ptr_PsLoadedModuleList
ptr_IopLoadDriverHookAddr
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PsLoadedModuleList

Kernel

ntoskrnl.exe

DriverObject

win32k.sys

DriverObject

...

DriverObject

PsLoadedModuleList
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DriverObject

kd> dt nt!_DRIVER_OBJECT
+0x000 Type             : Int2B
+0x002 Size             : Int2B
+0x004 DeviceObject : Ptr32 _DEVICE_OBJECT
+0x008 Flags            : Uint4B
+0x00c DriverStart : Ptr32 Void
+0x010 DriverSize : Uint4B
+0x014 DriverSection : Ptr32 Void
+0x018 DriverExtension : Ptr32 _DRIVER_EXTENSION
+0x01c DriverName : _UNICODE_STRING
+0x024 HardwareDatabase: Ptr32 _UNICODE_STRING
+0x028 FastIoDispatch : Ptr32 _FAST_IO_DISPATCH
+0x02c DriverInit : Ptr32     long 
+0x030 DriverStartIo : Ptr32     void 
+0x034 DriverUnload : Ptr32     void 
+0x038 MajorFunction : [28] Ptr32     long 

MZ....
.....................................PE...
.....

ntoskrnl.exe

DbgPrint 0x5002e
DbgPrintEx 0x50050
....

[.edatasection]
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0x804d9000

DbgPrint 0x8052902e (0x804d9000 + 0x5002e)
DbgPrintEx 0x80529050 (0x804d9000 + 0x50050)



Initialization

ring 0
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Agent
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VMCALL

1. Build up kernel API 
database

2. Hook driver-loading API 
in Guest

ptr_PsLoadedModuleList
ptr_IopLoadDriverHookAddr
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IopLoadDriver
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Break
(switch to VMM)



Break at DriverEntry
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FFR GreenKiller

Kernel

mov eax, dword ptr [guest_esp]
mov edx, eax
push    eax
call       GetAddressOfEntryPoint
add      edx, eax

mov byte ptr [edx], 0xcc     

malwareIopLoadDriver


