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1.  

SEH( Structured Exception Handling) SEH

Exploit SEH

Exploit

 

SEH

Exploit

 

 

Visual C++ 2008 SP1  

 

1.1.  

Structured Exception Handling, SEH, SafeSEH, Software DEP, SEHOP, Return- into- libc, ASLR 
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2. SEH  

SEH SEH

 

2.1. SEH  

SEH Windows Windows

Windows

Windows

(TEB) NT_TIB ExceptionList

ExceptionList 1 EXCEPTION_REGISTRATION_RECORD

Windows

SEH

_next _handler

TEB FS 0x00000000

 1  

SEH

EXCETPTION_REGISTRATION_RECORD SEH  

 

typedef struct _EXCEPTION_REGISTRATION_RECORD 

{  

   struct _EXCEPTION_REGISTRATION_RECORD *_next;  

   PEXCEPTION_ROUTINE                     _handler;  

} EXCEPTION_REGISTRATION_RECORD, *PEXCEPTION_REGISTRATION_RECORD; 

1 _EXCEPTION_REGISTRATION_RECORD  
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 1 SEH  

 
SEH

SEH

2  3  

int test(void){  

 __try{  

 

 }  

 __except( EXCEPTION_EXECUTE_HANDLER ){ 

 

 }  

 return 0;  

}  

2 SEH  

 

00401000  push        ebp   

00401001  mov         ebp,esp  

00401003  push        0FFFFFFFFh  

00401005  push        402228h  

0040100A  push        401864h                             ă----  
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0040100F  mov         eax,dword ptr fs:[00000000h]        ă----  

00401015  push        eax                                 ă----  

00401016  mov         dwo rd ptr fs:[00000000h],esp        ă----  

0040101D  sub         esp,8  

00401020  push        ebx   

00401021  push        esi   

00401022  push        edi   

00401023  mov         dword ptr [ ebp- 18h],esp  

00401026  mov         dword ptr [ebp - 4],0  

0040102D  jmp         00401038  

0040102F  mov         eax,1  

00401034  ret               

00401035  mov         esp,dword ptr [ebp - 18h]  

00401038  mov         dword ptr [ebp - 4],0FFFFFFFFh  

0040103F  xor         eax,eax  

00401041  mov         ecx,dword ptr [ebp - 10h]  

00401044  mov         dword ptr fs:[00000000h],ecx  

0040104B  pop         edi   

0040104C  pop         esi   

0040104D  pop         ebx   

0040104E  mov         esp,ebp  

00401050  pop         ebp   

00401051  ret   

 3 SEH  

 

__try, __except

0040100A push 401864h 4

401864h push CRT _except_handler4

eax FS 0x00000000 (FS:[0])

push SEH SEH

FS:[0] SEH esp

SEH  

SEH SEH
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2.2. SEH  

SEH

 

SEH _handler

Windows

 

SEH

0

 

_handler

SEH

SEH

SEH 4

 

 

excpt.h ⁭⁯ 

 

EXCEPTION_DISPOSITION __cdecl _except_handler ( 

    _In_ struct _EXCEPTION_RECORD *_ExceptionRecord, 

    _In_ void * _EstablisherFrame ,  

    _Inout_ struct _CONTEXT *_ContextRecord,  

    _Inout_ void * _DispatcherContext  

);  

4  
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Windows

EstablisherFrame SEH

esp+8

SEH  

SEH _handler pop,pop,ret 3

exp+8

SEH _next _next

_handler _next 4

jmp _handler

 2  
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 2 SEH  

 

2.3. SEH . 

SEH

SEH

+ jmp esp

jmp esp
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SEH pop, pop, ret

SEH _next

pop, pop, ret SEH

_next

 

/GS /GS

SEH

SEH /GS
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3. SEH  

SEH

SEH

SafeSEH, Software DEP, SEHOP SEH

Hardware DEP, ASLR  

3.1. SafeSEH 

SEH SafeSEH SafeSEH

(EXE DLL) /SAFESEH

IMAGE_LOAD_CONFIG_DIRECTORY 5

SafeSEH  

 

WinNT.h⁭⁯ 

 

typedef struct {  

    DWORD   Size; 

    DWORD   TimeDateStamp; 

    WORD    MajorVersion;  

    WORD    MinorVersion; 

    DWORD   GlobalFlagsClear; 

    DWORD   GlobalFlagsSet; 

    DWORD   CriticalSectionDefaultTimeout;  

    DWORD   DeCommitFreeBlockThreshold; 

    DWORD   DeCommitTotalFreeThreshold; 

    DWORD   LockPrefixTable;             

    DWORD   MaximumAllocationSize; 

    DWORD   VirtualMemoryThreshold; 

    DWORD   ProcessHeapFlags; 

    DWORD   ProcessAffinityMask; 

    WORD    CSDVersion; 
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    WORD    Reserved1; 

    DWORD   EditList;                    

    DWORD   SecurityCookie;              

    DWORD   SEHandlerTable;             ă----  

    DWORD   SEHandlerCount;       ă----  

} IMAGE_LOAD_CONFIG_DIRECTORY32, *PIMAGE_LOAD_CONFIG_DIRECTORY32; 

5 IMAGE_LOAD_CONFIG_DIRECTORY  

 
Windows

SEH

Windows  

SafeSEH /SAFESEH

DLL

SafeSEH

/SAFESEH

Windows

SafeSEH

 3 Thunderbird 2.0.0.23

SafeSEH

thunderbird.exe  4

pop, pop, ret  
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 3 Thunderbird 2.0.0.2 3 EXE,DLL  

 

 

 4 thunderbird.exe pop,pop,ret  
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SafeSEH

 

SafeSEH  

3.2. Software DEP (Data Execution Prevention) 

Windows XP SP2 Software DEP SafeSEH

Windows

Software DEP SafeSEH SafeSEH

Software DEP 6

KPROCESS _KEXECUTE_OPTIONS ExecuteDispatchEnable, 

ImageDispatchEnable _KEXECUTE_OPTIONS

DEP SEH

ExecuteDispatchEnable 0

ImageDispatchEnable 0

DEP

0 1  
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Windows Vista SP1⁭⁯ 

 

0: kd> dt nt!_KEXECUTE_OPTIONS 

   +0x000 ExecuteDisable   : Pos 0, 1 Bit  

   +0x000 ExecuteEnable    : Pos 1, 1 Bit  

   +0x000 DisableThunkEmulation : Pos 2, 1 Bit  

   +0x000 Permanent        : Pos 3, 1 Bit  

   +0x000 ExecuteDispatchEnable : Pos 4, 1 Bit  

   +0x000 ImageDispatchEnable : Pos 5, 1 Bit  

   +0x000 DisableExceptionChainValidation : Pos 6, 1 Bit  

   +0x000 Spare            : Pos 7, 1 Bit  

6 _KEXECUTE_OPTIONS  

 

DEP Hardware DEP(NXbit

) CPU  

SafeSEH

SafeSEH Software DEP

/ SAFESEH

 

SafeSEH DEP

 1  
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 1 SafeSEH Software DEP  

 Software DEP  Software DEP  

SafeSEH  

SafeSEH

 

 

SafeSEH  
 

 

 

3.3. SEHOP (SEH Overwrite Prevention ) 

SEHOP Preventing the Exploitation of SEH Overwrites[1] Windows Vista SP1, 

Windows 2008 Server  

SEHOP

SEH ntdll.dll FinalExceptionHandler

Windows SEH FinalExceptionHandler

SEH SEH

Windows

SEH

/SAFESEH
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 5 SEHOP SEH  

 
FinalExceptionHandler SEH

ASLR FinalExceptionHandler

SEHOP

4.3  

Windows 2008 Server Windows Vista SP1

SEHOP Cygwin Skype

 

HKLM\ SYSTEM\ CurrentControlSet\ Control\  

Session Manager\ kernel\ DisableExceptionChainValidation 0  
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3.4. DEP ( NXbit Hardware DEP ) 

Hardware DEP

SEH

2.2

Hardware DEP

Hardware DEP

Return- into- libc Return- oriented programming[6]

SEH

 

3.5. ASLR (Address Space Layout Randomization) 

ASLR SEH

Windows Vista Windows 2008 Server

 

SEH

pop, pop, ret SEHOP

FinalExceptionHandler SEH

 

HKLM\ SYSTEM\ CurrentControlSet\ Control\ Session Manager\ Memory 

Management\ MoveImages 0 1

Windows Vista, Windows 2008 Server OS  
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4. SEH  

SEH

DEP 2.2

 

4.1. SafeSEH Software DEP 

3.2 /SAFESEH

Software DEP SEH

 

DLL

/SAFESEH

 3 /SAFESEH

 

/SAFESEH

 

4.2. SEH Return- into- libc  

DEP(Hardware  Software DEP) /GS

 

SafeSEH DEP

Return- into- libc

Windows XP SP3 SetProcessDEPPolicy DEP

DEP

Windows Vista DEP _KEXECUTE_OPTIONS Permanent

DEP
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[5]  

SafeSEH DEP /GS

4.3  

4.3. /GS, Software DEP, Hardware DEP, SEHOP  

‚᾿ ⁮‚SEHOP₀ ῴ‍ ₀ ῴ⁴῀SEHOP„ SEH℅ₓ╒└” ‚

FinalExceptionHandler ‭”−ₐ└₿₀  ⁴ ‗‖​” ” ₀ ―΅⁴Ό᾿

​”₈ⅎ⌐₰Ό ‖Ῥ⁴ ᾿ „​”₈ⅎ⌐₰₀  ―₰₿№₦ ‚℅ₓ╒

└₀  ῼ  ⁴ ‗Ό ‗’⁴῀  ⁵‍ SEH℅ₓ╒└” ⅞└ⅎ≤„

’ῼ •  ⁵⁴‍‼᾿ ”₪╒ⅎ₀ ‖Ῥ⁴῀ ⁵‚Return- into - libc

₀  ― ₀ ⁵‟DEPΌ ‖‾₪╒ⅎ Ό ‖Ῥ⁴῀ 

  ‖„᾿DEP̓ /GS₡↨₮≡└᾿SEHOP₀ ‚ ‍ ‖᾿/SAFESEH

₰₿№₦₀‘”⁭ῲ‚  ⁵‟

Ό ’”Ὸ₀  ῀ SafeSEH Software DEP

 

₰₿№₦₀  ⁴ ‖ ῴ⁴Ὼ‮ „ ”⁭ῲ‚’⁴῀ 

 

 ̧ SEH℅ₓ╒└₀  ⁴ ‗ 

 ̧ DEP ”‍‼‚᾿ •   ‗ ₀ ‚₰₿№₦ ‚  ⁴῀ 

 ̧ ₰₿№₦₀  ⁴‍‼‚᾿ ⅞└ⅎ≤ •   ”₰₿№₦” Ὼ  ₀

 ⁴ ‚  ― ⅞└ⅎ≤₀  ⁴῀ 

 ̧ ₀    ⅞└ⅎ≤₀   ⁴῀ 

 

‴ ᾿SEH℅ₓ╒└₀ FinalException Handler Ό ‚  ⁵―΅⁴ ‖  ⁴

ΌῬ⁴῀ↄ№↔₇₡╒ↄ╒↔⌠╒Ό  ⁴₰₿№₦ ”₈ⅎ⌐₰Ό ” „᾿

SEHOP ” SEH⌐₪╒ⅎ₀  ᾿₈ⅎ⌐₰₀  ⁴ ‗‖ SEH℅ₓ╒└₀

‖Ὼ⁴῀₈ⅎ⌐₰Ό ‖’΅ ‚„  ῼ’⁴Ό᾿ ‚⌠╒₢⌂ ₀  
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― ₀   ⁴ ‗Ό‖Ὼ᾿Ὸ– Fi nal ExceptionHandler ₀ ‒―΅⁴ SEH⌐₪╒

ⅎ” ‴‖” ‚ ₪╒ⅎΌ Ὼ ‼⁴’⁮‟᾿ ” SEH⌐₪╒ⅎ₀  ⁴ 

‗Ό‖Ὼ⁴῀₰₿№₦” Ό ‖Ῥ⁵‟ ” SEH⌐₪╒ⅎ” „‰‗₁‘

⁸⁮’΅‍‼‖Ῥ⁴῀​” ₀  6‚  ῀ 

”₰⌐№ⅎΌ  ⁴ ᾿​”₰⌐№ⅎ₰₿№₦‚Ῥ⁴ FinalExceptionHandler

₀ › SEH⌐₪╒ⅎ₀  ⁴‗΅ῲ ‾ ῴ⁮⁵​ῲ‎Ό᾿ ”₰⌐№ⅎ₰₿№

₦ ‚’΅ ⅞└ⅎ≤„ ‗ ’ ⁵’΅‍‼ ‖Ὼ’΅῀ 

 

 6 SEH  

 

‍‎ ᾿strcpy ᾿wcscpy’‘” ₀  ―᾿₰₿№₦” Ὼ₀

FinalExceptionHandler ” SEH⌐₪╒ⅎ” ‖ ⁸⁮ ⁴ ᾿0x00⁞ 0x0000₀

₪╒ⅎ‗ ― Ὼ ‼’΅῀ ”‍‼ ’ ‗ ― ‖Ὼ⁴ „ ⁮⁵―ῼ⁴῀

 ” ”DEP” ”‍‼‚  ⁴ ₪╒ⅎ‚„ ⁵⁮”ↄₐ⅍ Ό ‴⁵―΅⁴

‍‼᾿​”⁭ῲ’ „ ” „ ‖Ὼ’΅῀ 

‚᾿ Ὼ ⁴ ⅞└ⅎ≤₈ⅎ⌐₰₀ ῴ⁴῀ ⅞└ⅎ≤Ό •  ⁵‍ ‚᾿
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​ ‖  ‍΅ ‗„‴ ᾿₰₿№₦” Ὼ  ‖Ῥ⁴῀ ⅞└ⅎ≤Ό ‟⁵‍

₰₿№₦‚„ ” Ό ‴⁵⁴‍‼᾿​⁵₀ Ὼ   ΌῬ⁴῀‍‎ ᾿ ⁵

„ ‖Ῥ⁴‍‼᾿ ” ”₰₿№₦ Ὼ   ‍‎ ₰₿№₦∂╒₰‴‖„

Ὼ ⁮’΅ Ό ‖Ὼ⁵‟⁭΅῀‴‍᾿ Ὼ  ” ‚ retn Ό  ⁵⁵‟᾿ 

⁮‚ ῾―₰₿№₦ ”≥₿╒└₈ⅎ⌐₰₀  ― ₀ ‖Ὼ⁴῀ ⁵„ add 

esp,x + retn ‖ ‖Ῥ⁴῀ ” ‚⌠╒₢⌂ ₀  ―≥₿╒└ ⁴

‚ ⁮⁵⁴ ‖Ῥ⁴῀  7„ Thunderbird 2.0.0.23 ”

nsldap32v50.dll(SafeSEH )”℮₉₰₈₲└↕⌂‖Ῥ⁴Ό᾿ ‖Ὼ⁴ Ό  

⁴ ‗Ό Ὸ⁴῀ↄ№↔₇₡╒ↄ╒↔⌠╒Ό  ‍ ”₰₿№₦” Ὼ ‚‾⁭⁴

Ό᾿₰₿№₦∂╒₰‴‖ Ὼ ⁮’΅ ” ₀ –῾⁴ ‗Ό‖Ὼ⁴ ΌῬ⁴῀

​” ⌂╒⌠⅍└₪‖⁮‏ „ ’₰₿№₦” ‚ ‒― „  ⁵⁴῀ Ὼ

 ⁵‍ ‚ ‚ •  ‍΅ ₈ⅎ⌐₰‗᾿​” ₀ Ὼ ‹᾿ ‚ ´ ‗

‖₪╒ⅎΌ  ⁵⁴῀DEPΌ ‖Ῥ‒―‾₰₿№₦„℮╒₿‗ ― Ὸ  ―΅’

΅‍‼ ’ῼ  ⁴῀ 

  ‖„ VirtualAlloc ῷ⁭•memcpy₀ •  ᾿₰₿№₦ ‚ Ὼ ₁‎ ₪╒

ⅎ₀₪↓╒ ―Ὸ⁮  ―‹⁴῀ 

 



 
 
 

SEH Exploit  
 

- 26 ï 

Fourteenforty Research Institute Inc.  

 

 7 +retn  

 
 8  

SEH add esp, 0xXXXX + retn

VirtualAlloc

VirtualAlloc VirtualAlloc memcpy

VirtualAlloc memcpy

memcpy

 

VirtualAlloc memcpy














