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1.
SEH( Structured Exception Handling SEH
Exploit SEH
Exploit
SEH
Exploit
5
8 Visual C++ 2008 SP1

1.1.

Structured Exception Handling, SEH, SafeSEShftware DEPSEHOR Return-into- libc, ASLR
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2. SHH
SEH SEH
2.1. SEH
SEH Windows Windows
Windows
Windows
(TEB) NT_TIB ExceptionList
ExceptionList 1 EXCEPTON_REGISTRATION_RECORD
Windows
SEH 0
_next __handler
TEB FS 0x00mO0000
1
0 SEH 0

EXCETPTION_REGISTRATION_RECORD SEH

typedef struct EXCEPTION_REGISTRATION_RECORD

{
struct _EXCEPTION_REGISTRATION_RECORD; *

PEXEPTION_ROUTINE _handler;
} EXCEPTION_REGISTRATION_RECORD, *PEXCEPTION_REGISTRATION_RECORD;

1 _EXCEPTION_REGISTRATION_RECORD

-7
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Thread Environment Stack
Block
FS:[0]  [ox00007fd4]-- 0x0000FFd0
I » 10x0000ffe0 | 0x0000f fd4
i - 0x0000FFd8
NT_TIB 0x0000Ffdo
Structure L3 0x0000F££0 | 0:0000fed
\BHERGRRZ]| o0ooores
| 0x0000f &8
i 010000ffeC
L OxFFFEFFFF | Ox0000fFf0
- 0x0000FFF4
0x0000FF£8
0x0000FFFC
1 0 SEH
i SEH
SEH
2 3
int test(void){
__try{
}
__except( EXCEPTION_EXECUTE_HANDLER ){
}
return O;
}
2 SEH
00401000 push ebp
00401001 mov ebp,esp
00401003 push  OFFFFFFFFh
00401005 push  402228h
0040100A push  401864h Y-
Y
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0040100F mov eax,dword ptr fs:[00000000h] a --—--
00401015 push eax a -
00401085 mov dwo  rd ptr fs:[00000000h],esp a -
0040101D sub esp,8
00401020 push ebx
00401021 push esi
00401022 push edi
00401023 mov dword ptr [ ebp-18h],esp
00401026 mov dword ptr [ebp -4],0
0040102D jmp 00401038
0040102F mov eax,l
00401034 ret
00401035 mov esp,dword ptr [ebp -18h]
00401038 mov dword ptr [ebp -4],0FFFFFFFFh
0040103F xor eax,eax
00401041 mov ecx,dword ptr [ebp -10h]
00401044 mov dword ptr fs:[00000000h],ecx
0040104B pop edi
0040104C pop esi
0040104D pop ebx
0040104E mov esp,ebp
00401050 pop ebp
00401051 ret
3 SEH
__try, except

401864h push

eax

FS:[0]

SEH

0040100A push 401864h 4
CRT _except_handker
0x00000000  (FSs:[O])

0 push SEH SEH
SEH esp

SEH
0 SEH
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2.2. SEH
SEH
SEH __handler
Windows
SEH 0
0
i
_handler
SEH i
0
0
SEH
SEH 4
excpt.h t 7

EXCEPTION_DISPOSITION __cdecl _except_handler (
_In_struct EXCEPTION_RECORD *_ExceptionRecord,
_In_void * _EstablisherFrame
_Inout_ struct _CONTEXT *_ContextRecord,
_Inout_void* _DispatcherContext

4
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Windows 0
s  EstablisherFrame 0 SEH
esp+8
SEH
SEH _handler pop,pop,ret 3 4
) exp+8
SEH _hext _next
_handler _next 4
jmp _handler 0
2
-117
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Stack
Abw FRtE =D SEH L 2BBOSEH L SEH Overwrite Exception 4
O— FER O— FfERL HE
1. pop,pop,ret £17
2. 0x0000ffe0 \ return
L » +~10x0000 70| ;-] 0x909006eb 3. Attacker’ s Code  jump
|| [ |-
x| Attacker' s
| i | Code
R —— OXFEFFFFFT| Lo OXFFFFFFff| ol OXFFFFFFFF .
BEIVVE
| pHandler | | pHandlerl | | pHandler | 060 -
Oxeb - jmp
0x0000ffc
>
TEB
OxFFFFFFFF|  [0x0000FFF0]  [0x0000fFe0|  [0x0000Ffe0
FS:[0]
2 SEH
2.3. SEH
SEH
SEH
+ jmp esp
jmp esp
- 127
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i SEH pop, pop, ret
0 SEH
pop, pop, ret
_next
IGS
5
SEH
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3. SEH

SEH
SEH

SafeSEH, Softwal@EP, SEHOP SEH
Hardware DEP, ASLR i

3.1. SafeSEH
SEH SafeSEH SafeSEH
(EXE DLL) ISAFESEH
IMAGE_LOAD_CONFIG_DIRECTORY 5
SafeSEH

WInNT.H 1

typedef struct {
DWORD Size;

DWORD TimeDateStamp;

WORD MajoWersion;

WORD MinorVersion;

DWORD GlobalFlagsClear;

DWORD GlobalFlagsSet;

DWORD CriticalSectionDefaultTimeout;
DWORD DeCommitFreeBlockThreshold;
DWORD DeCommitTotalFreeThreshold;
DWORD LockPrefixTable;

DWORD MaximumAllocationSize;
DWORD VirtualMemoryThreshold;
DWORD ProcessHeapFlags;

DWORD ProcessAffinityMask;

WORD CSDVersion;

-1417
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WORD Reservedl;
DWORD EditList;
DWORD SecurityCookie;
DWORD SEHandlerTable; a ----
DWORD SEHandlerCount; a --—--
} IMAGE_LOAD_CONFIG_DIRECTORY32, *PIMAGE_LOAD_CONFIG_DIRECTORY32;

5 IMAGE_LOAD_CONFIG_DIRECTORY

Windows
i SEH
Windows
SafeSEH /SAFESEH
DLL
8 SafeSEH 8
/SAFESEH
Windows
SafeSEH
3 Thunderbird 2.0.0.3
SafeSEH
8 thunderbird.exe 8 4
pop, pop, ret
-157
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- thunderbi

EI File  Wiew Debue Plugine Options  Window Help

Blx| wn| wijv] ¥ L Y] = LE[M|[T|W]H|Cc|/|K[B|R]...
SEH mode Base Limit Modu le wersion Modu le Mame -
<SafeZEH ON BrPdSboeas | On 7 ddbEeas | &.0@, 2908, 5622 (Hpsp_spd_gdr, B[ CoWINDOWS system3Z~SHELL32. d1 1 1
~SafeSEH ON B:PcO4EAEE | BxPcOdfEEE | 5.1.26@80.5755 (#psp_sp3_gdr.@9@ [
~SafeZEH OH By FcOBEAEE | ORFc9230EE | 5.1.2680.5721 (wpsp_sp2_adr. @98 -dll
~SafeSEH ON Bu77FaB@EE |GaFTFDLBAA |5.1.26@0.5334 (spsp_sp3_gdr.@9@ -dll
~SafeSEH OH B PPF208EE | O577fI0EEE | 6,80, 2906,5512 (xpsp. 888413218 Co W INDOWS sy stem32~SHLWAPT. 41 |
~SafeZEH OH BrPreddagn | Oa7rf1P0EE | 5.1,.2680.5698 (wpsp_spd_gdr.@S1| CoWINDOWS system3Z~G0I32.dL1
~SafeSEH ON B PTEIBAEE | GRFTeclBBn |5.1.26@80.5795 (wpsp_sp3_ogdr.@3@| C:IINDOWS ~system32~RPCRT4.dIL
#SafeSEH OH Br7P7d30aE0 | OeFre2IBRE | 5.1.2680. 5755 (wpsp_sp3_gdr. B59A| Ci W INDOWS sy stem32~ADVAPIS2. 11
~SafefEH OH O 7TCfEEEE | On77dSEE0E | 5.1.268@,6612 (spsp.@20412-2165 CoWINDOWS systemZZ~USERS2. 1L
~SafeSEH ON B PPbcEAEE | @:7Pc1BEEA | 7.8, 2680.5512 (#psp.B@E@413-2111 WINDOWS sy stem3Zmavcrt
~SafeZEH OH B F7EbEaEE | GuFFbboBEE | 5.1.2680.5512 (Hpcp.B2B413-2105 WINDOWS 2y sten32~VERSION. AL 1
#SafeSEH OH A4 FT160888 |BATF2630068 | 6.8 (Lpsp.838413-2165) WIHDOWS~WinS«5~186_Microsoft.Windows. Common—Controls_&5395
~SafeSEH OH B P7EJEAEE |@:F71SbEEE | 5.1.2680.5512 WINDOWS sy stem32~0LEAUTIZ.d11
~SafeZEH OH ByTEafOEEE | ORTEblbBEE | 5.1.2600.5512 (Hpsp.B20413-0245 WINDOWS systemZZ-WINMM. L1
Mo SEH B 6AV4EAEE | BREA749EEE | 5.1.26@80.5512 (xpsp.B8@E413-2105 WINDOWS system32~LPK. OLL
#SafeSEH OH BrF19dAAEE | @R7F1948088 |5.1.26@80.5512 (Hpsp.B8@A413-A352 WINMDOWS sy sten32~WS2HELP. d1 |
~SafeSEH ON Bu719e@AE |GaTISF7EEE |5.1.26@80.5512 (wpsp.@36413-A352 WTHOOWS sy st em3Z-IE:

o B: 7180860 |@:71a@bBEE | 5.1.26680.5512 [HDSD.BSB418—8852 WINDOWS sy stem32~WS0CKI2. d1 |

~SafeZEH OH BLFZFCEREE | ORFZfFoBEE | 5.1.2600.5512 (Hpcop.B2@413-R2E2 WINDOWS systenZZ-WINSPOOL . DRY

Mo SEH O47IFEOABE | @47ofebo@n | 1.8420, 2600, 5512 ixpsp B36413-2 WIHDOWS ~system3Z-USFia.dl1

~SafeSEH OH BrPEZeBBED | ORPe2fdBEE | 5.1.2600.5512 (#psp.B86413-2165| Co~WINDOWS sy stem32~IMMS2. DLL

~SafeZEH OH BHTESEDEEE | ORTES43088 | 6.8@,.2908,5512 (Hpsp.@30413-218| CoWINDOWS systemZZ~comd l932.dl1

<SafeSEH OH B PEOFEEEE | OxPéaadBEE | 5.1.2680.5512 (#psp.B80413-21685| C:~WINDOWS system3Zwole32,.d11

~SafeSEH OFF | BRcB4cB0E0 | BRcBd4c30E0 | 1.38.1.23: 20898231210 Ci~Program FilessMozilla Thunderbirdwspoor core.dll
<SafeSEH OFF AuERddAaaa | GueadE4ann | 1.2.1.23: 2089621216 C:wProgram FileswMozilla Thunderbird spoor_compat.dll
~SafeSEH OFF B ER4EEEEE | BxoB423060 |3.12.23.1 Basic ECC Froaran Files-Mozilla Thunderbird-~ssl3.d

<SafefEH OFF | @REB2cOBEd | GHE@IfeBEd | 1.9.1.23: ZOEJEZ1Z10 Program FileswMozilla Thundsrbicd-sqlite2.dll
~<SafeSEH OFF BxEA3TEAEA |Bx58352888 |3.12.3.1 Basic ECC Program Files~Mozilla Thunderbicdwsmime3.dll
~SafeSEH OFF | BRoB36ABEE | BRoB3cclan | 4.7.1 Froaram FilessMozilla Thunderbivd-pldsd.dllL
#SafefEH OFF | @HE@ZEO0ER |@ME@SE7EEE | 4.7.1 Frogram Files~Mozilla Thunderbicd-plod.dll

~SafeSEH OFF B-EES3EEEE | BwoBS4dBEa (S.12.3.1 Program Files-Mozills Thunderbirdwnssutil3.dlL
~SafeSEH OFF | @nc@lf@0@n | @ncB2zaB@n | 2.12.2.1 Basic ECC FProgaram FileswMozilla Thunderbird-nss2.dLL

<SafeSEH OFF AueRlcARaRs |GuealesAin |4.7.1 Frogram Files~Mozilla Thunderbirdwnsprd.dll
#SafeSEH OFF | @:E@10EAEA | @:E@1bCAEEA Program Files~Mozilla Thunderber\HSLDHPPRSEUSB dll
#ZafefEH OFF |@xc@l120080 |@:e@]sZoEa Frogram Files~Mozilla Thunderbicd-MSLOAF3ZVEE,. d1L
~<SafeSEH OFF A« EAE=EAE8 | B2EA152A66 | 4.8 Program Files~Mozilla Thunderbird~js325a.dl1
~SafeSEH OFF | BR408080 B cada0a l.8.1.23: 20898231218 CivProgram FilessMozilla Thunderbirdwthunderbird.exe

Analpsing thunderb: 26567 heurnistical procedures, 5830 calls to known, 12747 calls to guessed functions

| Paused

3 Thunderbird 2.0.0.2 3

@ File Wiew Debug Pluging Options  Window Help

EXE,DLL

=18 x|

|
medx) vln] v+ 3349 9 ) ulElmlriwinlcls|k/Blr.s| 2]
EEEE = MOU EOT, EF
BB401AEE| FIFE XOR ES1,ESI 4 ffesisters 1FPL
BE4510ES| SBFE CHF EDI,ESI EAEEDEOa0
BE4E106s| ES FOP ECH Ll By pogaas
BE4BIRET| 76 B4 JNZ SHORT thunderb.BBda1AED S
GE4E1060| Z3CE HOR ERX, EAY Egacnaoaol
G461 0EE | «EB 21 JAF SHORT thunderb.Dadalnse EShguoboRhS
GE4E10E0| S97E B CHP DWORD FTR S5: LEEP+81,ESI EEE R
BR4E107E| BT MOU ERR,EDI S
Ba4E1072|«7E 15 JLE SHORT thunderb.BE4a1AG9
ggigig;; FES4BS EHEH EHERD FTR DS:;[EEX+ESI#4] EIP VC94128F ntdll.7C94
GE4E1A7E| ES ZEGMEOEG CALL thundert. BE48100E B0 B3 2 M
BE4E1070| CEBE 2B HOU BYTE PTR DS:LEART, =9 b b EE B B e
it 1 i 20 g
S & FS GO5S S%hit TFFA
gadE1ngz| ES FOF ELCH 21 (53 s Bt
codninod| 3575 ea EEE Eg;.nunﬂu PTR 55: [EBF+5] bE
BE461A57 | ~7C_EB SHORT thunderb.@da1n74 D0 Loodsw [EAHRLETE
podoifss| 5026 oo an D BVTE FTR DS: [EAR1,B EFL BB@BEZ46 (MO, ME,E,
STE empty +UNORM BAGA 2
Al Fop EO1 STL empty +UHORM 6578 2
LN o .o ReR—EeT STZ empty +UMORM GCEZ &
e S5 empty +UNORM 6948 &
padoinsll o0 ST4 empty +UMORM 7EE3 &
ETE empty +UMORM SFCA 7
BE4GIA5E| SEE424 B4 ORD FTR S5:[ESP+41 s e piin 2R 1
AT ) BB ST7 empty —LNORM EDSG o
Ba4p1Aaa| vE8 8 FFE SHORT thunderb. 08401AR4 SRRy
- thunderb.
BE4G1ASC| BBFS 22 EfF CL, 22 B Ry [(EEmei @
BE4E105F | w75 81 JNZ SHORT thunderb.BE4a1ARz .
BE4B1AR1| 4B NG ERS
gadeinnz| 48 INC ERY
BE4B1ARE| 42 INC EDi
GE4E1004| SAEA MOV _CL,EVTE PTR DS: [EDNI
BE4E100G| 409 TEST CL,LL
BE4E100E| ~ 75 F2 JRZ SHORT thunderb.BE4a1ASC
BEdE1nnn| 3 RE
GE4E1A0E| SE4424 04 o ERK, DUORD PTR SS: [ESF+4] =
Irir Ik Bn = =] = K X B 1 Mol _Eny ouloon DTR
T T T =

Attached proces: pauszed at ntdll. DbgBreakPaint

| Paused

4 thunderbird.exe

-1617
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SafeSEH

SafeSEH

3.2. Software DEP(Daa Execution Prevention)

WindowsXP SP2 Software DEP SafeSEH
i Windows
Software DEP SafeSEH SafeSEH
Software DEP 6
KPROCESS _KEXECUTE_OPTIOBI ExecuteDispatchEnable,
ImageDispatchEnable _KEXECUTE_OPTIONS
DEP SEH

ExecuteDispatchEnable 0
ImageDispatchEnable 0
DEP

=177
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Windows Vista SP1f 1

0: kd> dt nt! KEXECUTE_OPTIONS
+0x000 ExecuteDisable : Pos 0, 1 Bit
+0x000 ExecuteEnable :Pos 1, 1 Bit
+0x000 DisableThunkEmulaton : Pos 2, 1 Bit
+0x000 Permanent : Pos 3, 1 Bit
+0x000 ExecuteDispatchEnable : Pos 4, 1 Bit
+0x000 ImageDispatchEnable : Pos 5, 1 Bit
+0x000 DisableExceptionChainValidation : Pos 6, 1 Bit
+0x000 Spare : Pos 7, 1 Bit

6 _KEXECUTE_OPTIONS

DEP Hardware DEP(NXbit
) CPU
SafeSEH
SafeSEH Software DEP
/| SAFESEH
8 )
SafeSEH DEP
1
-181
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1 SafeSEH  Software DEP

FFR
\

SoftwareDEP SoftwareDEP
SafeSEH
SafeSEH
SafeSEH
3.3. SEHOP(SEH Overwrite Prevention)
SEHOP Preventing the Exploitation of SEH Overwritfq Windows Vista SP1,

Windows 2008 Server
SEHOP
SEH
Windows SEH
SEH

SEH

/ISAFESEH

-1917

ntdll.dll  FinalExceptionHandler
FinalExceptionHandler
SEH

Windows
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0x0000ffd0
0x0000ffd4 - 0x0000ffe0
00000fFd8 | IIIIIIIIIIIIII
0x0000ffdc E
0x0000f fe0 E;:: 0x0000f0
0X0000f fed EIIIIIIIIIIIIII
0x0000ffe8 ;
00000ffeC |
oonnit b OxffEFffff
0x0000FF£4 _ REOHINNURSE
0x0000F££8 W9 ntdildil RO
0x0000FFFC FinalExceptionHandler
ZEY
5 SEHOP SEH
FinalExceptionHandler 0 SEH
ASLR FinalExceptionHandler
i SEHOP
4.3
Windows 2008 Server Windows Vista SP1
SEHOP Cygwin  Skype i

HKLM\ SYSTEMCurrentControlSet Control\

Session Managekernek DisableExceptionChainValidation O

-2017
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3.4. DEP ( NXbit Hardware DEP

HardwareDEP
SEH 0
2.2
0 HardwareDEP

1 HardwareDEP

Returntinto-libc  Return oriented programminf]

s SEH

3.5. ASLR (AddressSpace Layoti Randomization)

ASLR SEH
Windows Vista Windows 200&erver

SEH
0
pop pop, ret SEHOP
FinalExceptionHandler [ SEH

HKLM\ SYSTEMN CurrentControlSet Control Session ManageMemory
ManagemeftMovelmages 0 1

Windows Vista, Windows 2008Berver  OS

=217
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4. SEH

SEH
DEP 2.2

4.1. SafeSEH Software DEP

3.2 /ISAFESEH
Software DEP SEH
DLL
8 /SAFESEH 8
3 8 /SAFESEH
/ISAFESEH

4.2. SEH Return-into-libc

DEPHardware Software DEP /GS

Saf&SEH DEP

Return- into- libc

Windows XPSP3 SetProcessDEPPolicy DEP
DEP
Windows Vista DEP _KEXECUTE_OPTIONS Permaent
DEP
- 2217
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(5]
DEP /GS

4.3. |GS, Software DEP, Hardware DEP, SEHOP

, " 1, SEHOP i o @+~ SEHOP SEM6x [ L~ :
FinalExceptionHandler § " —a LB, a1 § o — 40’
"sd4r-r30 1P ’ ., "sdrdo —3 BN G, %x F
Lo Q a _0  _ar sf SEM6x pLl”  7lac,
Qe 5491 117 "W Ed o I ‘P4~ 5, Return-into -libc
0 — o 5" DEFO T WF4 o I'P4-
I, DEP/GS¢: ¥= L' SEHOP , 1 I~ /SAFESEH
S BN, "1 o, 5"
(0] " O - SafeSEH Sofware DEP
3 B N o «00 @47 Q , 0"t e, 4"
SEMb6x F Lo A
_DEP "1 1 . _ o . 4 BNaw b, 4
0 4§ BN, a1, Zslas< o "3 BN Q
4 —  7Zlaic<, a -
. 0 7sla<, a
" ' SEMW6x f Lo FinalException HandlerO s — 4 | 4
OP4+~ 2 New7 € F2 Fo[ FO * $ BNRO” 64 -840 7 .
SEHOP " SEH W F4 o s drdo 4+ _ Il SEMex g lo
Qs+~ gargygoO 0" Q' +0 , [ ECGo 0
- 231
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— 0 4 _ 0Ol Q" 'O- FinalExceptionHandler, - —" 4 SEH W F
:| ” m " ” , I-I\J [::l 'O ‘Q |! 4 T e ’ ” SEH m I=:| 0 4
_Oll Q4+~ 3 BNo” (o] IhPs " " SEH- W F4” w Jo_ 1"
G I T 0 6, ~

"3 +~Na O 4 " " %+~ Ned § BNed, P4 FinalExceptionHandler
o > SEH-WF4, 4 _"w Tl 85 @r O " %~ Ned § BN
8O, " 7%elas<, R hQ -~

Ny T 7 DB
N 0x12FF80

V| MERAAYY +a—F

CZETEEE

OxFFFFFFFf B0

_ EXCEPTION_REGISTRATION_RECORD
g il)=z]

6 SEH
I r ' strepy = wescpy ¢ 0 — A BNe” O Qo
FinalExceptionHandler ” SEH- M Fd ” s 4 " 0x00i 0x00000
NpEd_ — Q 0> " v o — s, 1 s —Q4-
" " DEP mron, 4 WEd, , 57 702ah O "5 "4
foue "t ' " " " hqQ -~
RV I o Zsla<gardo @4~ %BLai<O o 51

-2417
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I P, T 8BNRT Q  IP4T mLa<O sy
g BN, "0 msapn s, 00 oOP4"T o T s
,, P4y I K 0” § BN Q Tr SBNao Fg" I,
Q1 o rQstttTrmptoQ ", retn O oo
P, " —8BNmUO"2Brlsario, — o I Q4+~ s, add
espx+ retn I P4~ ” , [ F€o 0 —=Bgl ¢
, | 5 4 P4 7, Thunderbird 2.0.0.23 ”
nsldap32v50.dll(SafeSEH ) esdsGLlioal PeO I Q4 (o]
4 _'0 04 9 New; €Fo Fof FO 1 "3 BNN” Q , Tt o4
O SBN&AO "I Q1" o —' 4 _0l Q4 oP4 "~
", 1T bl Fo 0 3 BNon” L=, 54~ Q
5 1 . [ - sa- g ooQ <
lwpra O 5 4~ DEFO I' P-— §BNR, e pB_ — ©O -
o 0 .~
I, VirtualAlloc &t * memcpy "3 BNaG, Q .7 N F
40 WL f —OF —c 47
-251
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7 +retn
8
SEH add esp, OxXXXX + retn
VirtualAlloc
0 0
VirtualAlloc VirtualAlloc memcpy 0
VirtualAlloc memcpy
memcpy
VirtualAlloc memcpy
-261
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